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Abstract

Current literature on the privacy paradox in personalised advertising lacks insight into how consumers’ 
knowledge of the data types used shapes their responses to these ads. Building on privacy calculus theory, 
theory of reasoned action, and signalling theory, this research explores how consumers’ knowledge of data 
types in personalised advertising influences their reactions. Multigroup path analysis examines differences 
in established relationships based on consumers’ data knowledge. The moderating effect of this knowledge 
in the relationship between perceived invasiveness and purchase intentions is also tested. Findings from a 
sample of millennials indicate that privacy concerns increase perceived invasiveness. However, multigroup 
and moderation analyses reveal that perceived invasiveness’ impact on purchase intentions varies with con-
sumers’ data knowledge. Specifically, in the search history group, perceived intrusiveness negatively affects 
purchase intentions. These results underscore the situation-specific nature of the privacy calculus and assist 
advertisers in understanding consumer behaviour in response to personalised ads.

Keywords: personalised advertising, privacy 
calculus, consumer knowledge

JEL classification: M000 Business Administration 
and Business Economics; Marketing; Accounting; 
Personnel Economics: General

O340 Intellectual Property and Intellectual Capital

1. INTRODUCTION

Personalised advertising is a growing trend in on-
line advertising (Brinson and Eastin 2016; Tucker 2014). 
In recent years, online advertising has become highly 
personalised, with content tailored to the needs of 
consumers. Personalisation has many benefits, but the 
preference for personalised experiences comes at a 
price. Consumers perceive personalised advertising as 
a valuable time-saving tool, and it is widely accepted 
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(Lee, Im, and Taylor 2008; Srinivasan, Anderson, and 
Ponnavolu 2002). The main problem in personalised 
advertising is that high invasiveness impairs pur-
chase intentions (Phelps, D’Souza, and Novak 2001). 
Personal information collected without knowledge 
and consent leads to a negative attitude towards 
this practice (Xu, Dinev, Smith, and Hart 2011). The 
growing number of invasive advertisements leads to 
greater concerns among consumers, resulting in the 
need for a secure online environment (Tucker 2014). 

Many recent research efforts have focused on 
understanding the effects of risks and benefits as-
sociated with personalised advertising on attitudes 
(Taylor, Lewin, and Strutton 2011) and behavioural 
intentions (Baek and Morimoto 2012; Lin and Kim 
2016). These studies often provide contradictory re-
sults that make further research on this topic impera-
tive. Considering that recent research on advertising 
signals suggests a dual nature of the information cues 
conveyed (Taj 2016), a more detailed investigation of 
the universality of relationships in a risk-related side of 
privacy calculus in personalised advertising as a func-
tion of consumers’ knowledge of the data types used 
for personalised advertising is needed. Offering quite 
conflicting results on the effectiveness of personal-
ised advertising, the literature lacks a comprehensive 
understanding of the role that situational factors, 
such as consumer knowledge of the data types used 
in personalised ads, play in shaping purchasing deci-
sions. This research draws on the privacy calculus 
theory, the theory of reasoned action and the signal-
ling theory. It aims to analyse the risk-related side of 
the privacy calculus theory and explore if established 
relationships in the risk-related side of the privacy 
calculus theory differ across consumers with different 
knowledge of the data types used. Specifically, as the 
analysis proceeds, we explore if consumer knowledge 
of the data types used in personalised advertising 
creates differences in their purchase intentions upon 
perceiving the invasiveness of personalised ads. For 
the purpose of achieving this aim, this research relies 
on a similar, multigroup analysis-based procedure to 
a study by Gironda and Korgaonkar (2018) and com-
plements it with a moderation analysis. By exploring 
what is previously explained, this research contributes 
to the theory in two different ways. First, it explores 
the universality of the risk-related side of the privacy 

calculus across consumers with different knowledge 
of the data types used for personalised advertising 
using a multigroup analysis approach. Second, it ex-
plains how this situational factor changes established 
relationships. Furthermore, the research has impor-
tant implications for business management as it ex-
plains customer behaviour in an online environment 
and sheds light on the importance of educating and 
informing consumers about personalised advertising.

The following text included a thorough literature 
review on personalised advertising and the privacy 
calculus theory. We then develop our hypothesis and 
research question and proceed with the methodol-
ogy explanations and result presentation. Finally, we 
provide a detailed discussion of our findings, state the 
limitations of our research and offer recommenda-
tions for future researchers.

2. LITERATURE REVIEW
2.1.  Personalised Advertising

In terms of personalised advertising, personalisation 
means that elements about the target customers are 
integrated into the text of an ad (Dijkstra and Ballast 
2012). The concept of personalisation is narrower than 
customised (tailored) communication, as the latter is 
an umbrella term for personalisation, feedback, con-
textual adaptation, source matching and consumer 
exposure (Dijkstra 2008). Data segmentation plays a 
crucial role in creating personalised ads.

Companies use data segmentation to improve the 
relevance of advertising, reduce the risk of irritation 
and increase the effectiveness of personalised adver-
tising (Gironda and Korgaonkar 2018). However, vari-
ous studies have found that consumers have negative 
attitudes towards personalised advertising and that 
these attitudes often do not depend on factors such 
as time, level of education regarding digital tracking 
practices and the use of advanced advertising technol-
ogy (e.g. Aguirr et al. 2015; Boerman, Kruikemeier, and 
Bol 2021; Bol et al. 2018; Frick and Li 2016; Karwatzki, 
Dytynko, and Veit 2017; Matic et al. 2017; White et al. 
2008;). Consumers who are informed about data col-
lection, dissemination, and potential use of personal 
data make some technological and non-technological 
efforts to protect themselves from potential risks (Li 
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and Nill 2020). Nevertheless, consumption of person-
alised content includes the trade-off between ben-
efits and risks, which is all a matter of concern in the 
privacy calculus.

2.2.  The privacy calculus theory 

The privacy calculus model can be explained as the re-
lationship between the expected benefit and the per-
ceived risk in terms of consumer privacy. Knijnenburg 
et al. (2017) discuss the descriptive and prescriptive 
aspects of the model. Under the descriptive aspect, 
the privacy calculus is based on the premise that con-
sumers use a rational cognitive process to evaluate 
the risks and benefits of disclosing personal informa-
tion. The concept of privacy is defined differently in 
the literature (Boerman and Smith 2023). Taking the 
Internet as an example (Dinev et al. 2013), privacy is 
presented as a broad and fragmented concept of in-
formation privacy. According to one of the generally 
accepted classifications of privacy (Burgoon 1982), 
information privacy is characterised as the ability to 
control the collection and dissemination of informa-
tion. The fundamental characteristic of the Internet is 
that users leave permanent traces, which is considered 
the basic principle of online privacy. Since information 
and privacy are seen as consumer goods, consumers 
must decide whether to disclose personal information 
in exchange for a benefit by weighing the perceived 
risk and expected benefit. This again points to the 
premise of the model that the decision to disclose in-
formation is a rational process. On the other side, the 
prescriptive version of the privacy calculus model, on 
the other hand, favours a contextual approach. This 
adaptive (contextual) approach refers to the transfer 
of responsibility for decision-making from consum-
ers to an algorithm that takes into account a number 
of elements — context, consumer characteristics and 
the history of consumer decisions of similar profiles.

The following discussion focuses on the descrip-
tive aspect of the privacy calculus theory, explaining 
two opposite elements of the privacy calculus: the 
relevance of personalised advertising as the benefit-
related side of the privacy calculus theory and privacy 
concerns as the risk-related side of the privacy calcu-
lus theory.

2.3.  Relevance of Personalised Advertising 
and Privacy Concerns

The relevance of personalised advertising means that 
the content of the advertising corresponds to the in-
terests and needs of the consumers. If the advertised 
product has a certain value to the consumer, some 
of this value will also be transferred to the advertise-
ment, resulting in greater relevance (Xu and Zhou 
2013). The value of advertising is subjective and de-
pends on information, deception, irritation, and en-
tertainment factors (Ducoffe 1995). Consumers con-
sciously choose to interact with advertising and invest 
their time. As they expect highly relevant advertising, 
they agree that companies collect and use their per-
sonal information.

However, in addition to the relevance of person-
ised advertising, privacy concerns play an important 
role in shaping consumer responses to personalised 
ads. Loss of control increases privacy concerns (Piao et 
al. 2016; Tucker 2014), which can block desired busi-
ness outcomes (Hoffman, Novak, and Peralta 1998; 
McKnight and Chervany 2002; Urban et al. 2009). 
Furthermore, empirically validated conclusions sug-
gest that privacy concerns decrease when consumers 
have more control over their personal information 
(Lee and Cranage 2011). In the privacy calculus model, 
the increase in perceived control over privacy can 
be seen as a benefit as it ultimately reduces privacy 
concerns and perceived invasiveness. A lot of factors 
can influence the formation of privacy concerns, and 
even artificial intelligence seems to be one of them 
(Kronemann et al. 2023).

2.4.  The invasiveness and privacy paradox

The concept of invasiveness is difficult to separate 
from privacy concerns because this concept would 
not exist if consumers did not think about the prac-
tice of online tracking. Privacy concerns, then, mean 
that consumers are concerned about the practice of 
tracking resulting from individual development, en-
vironmental influences, and social interactions (Lwin 
and Williams 2003). Considering that the environ-
ment and experiences shape an individual’s attitude, 
the perceived invasiveness of advertising based on 
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personalisation can be described as a belief in a clear 
violation of online privacy from the consumer’s per-
spective (Wieczorkowski and Polak 2017).

The privacy paradox is inherent in the privacy 
calculus model, which is based on the premise that 
the risk-benefit assessment of personal information 
disclosure is a rational cognitive process (Knijnenburg 
et al. 2017). According to the privacy calculus, con-
sumers strive to maximise benefits and minimise risk. 
Information asymmetry is the most common cause of 
the privacy paradox (Wilson and Valacich 2012). As a 
result of information asymmetry, uninformed consum-
ers rely on heuristic methods when making decisions 
(Dietrich 2010). The more consumers are informed 
about protection strategies, the higher the risk per-
ception (Gironda and Korgaonkar 2018), but practice 
has shown that this is not a sufficient reason for imple-
menting avoidance strategies. Most importantly, situ-
ational factors can impair established relationships in 
the privacy calculus, resulting in consumer reactions 
that are different from what could be expected.

3. HYPOTHESIS DEVELOPMENT

Concerns about the protection of privacy through 
personalised advertising are often linked to negative 
consequences for behaviour. According to privacy 
calculus theory, the risk associated with disclosing 
personal information has a negative effect on behav-
iour, and the final decision about behaviour is made 
through a rational risk-benefit calculation (Culnan 
and Armstrong 1999). However, most of the previous 
efforts have been aimed at understanding the effect 
of privacy concerns on ad reactance. These studies 
proved the positive effect of privacy concerns on ad 
avoidance (Beak and Morimoto 2012; Ham 2017) and 
their negative effect on the intention to share an ad 
(Lee, Kim, and Ham 2016). In addition, research has 
shown that higher levels of privacy concerns lead to 
lower levels of information disclosure (Li, Cho and Goh 
2019) and increased privacy measures (Miltgen, Cases, 
and Russel 2018). The effect of privacy concerns on 
purchase intention has rarely been studied compared 
to efforts to measure the impact on advertising-
related behavioural consequences. However, it has 
been reported that purchase intent decreases due to 

greater privacy concerns with personalised advertis-
ing (Lin and Kim 2016). In addition, researchers have 
demonstrated that the higher perceived risks associat-
ed with disclosing personal information lead to a lower 
intention to share personal information, which in turn 
has a positive impact on purchase intentions related 
to location-based mobile advertising (Kurtz, Wirtz, and 
Langer 2021). Interestingly, in a study based on the the-
ory of reasoned action (TRA) (Ajzen and Fishbein 1980), 
according to which beliefs regarding a certain action 
influence attitudes toward that action and, through 
attitudes, behavioural intentions and behaviour, the 
technology acceptance model (TAM) was applied to 
assess the effects of Facebook ad privacy concerns as 
behavioural beliefs on behavioural intentions (Lin and 
Kim 2016). The results showed a significant negative 
effect of such beliefs on purchase intention. Based on 
privacy calculus theory, the theory of reasoned action, 
and the available literature, we propose:

H1: Privacy concerns in the context of personalised 
advertising negatively affect purchase intentions.

Various studies have shown that privacy concerns 
related to personal advertising have both cognitive 
and behavioural effects. Among the most common 
cognitive consequences of privacy concerns, re-
searchers include intrusiveness or invasiveness (Beak 
and Morimato 2012; Van Doorn and Hoekstra 2013; 
Morimoto 2021; Mpinganjira and Maduku 2019). 
When people feel that an ad is too personal, they re-
act to it (White et al. 2008) and have a strong sense 
of abuse (Okazaki, Li, and Hirose 2009) because they 
cannot control their personal information. Some au-
thors see intrusiveness as a facet of invasiveness and 
define it as the realisation that private information is 
being used for advertising without their knowledge 
(Morimoto 2017). Invasiveness in itself is the extent to 
which consumers feel that advertising invades their 
privacy and creates a sense of loss of control over the 
information they consider their own (Miltgen, Cases, 
and Russel 2019) and is directly related to privacy 
concerns that exist in the age of online networks and 
social media (Gironda and Korgaonkar 2018; Sheehan 
and Hoy 1999). Since there appears to be a strong 
connection between personalisation and invasiveness 
(Taylor, Lewin, and Strutton 2011) and evidence that 
consumers tend to experience a sense of invasion 



50 South East European Journal of Economics and Business,  Volume 19 (2) 2024

THE ROLE OF CONSUMER KNOWLEDGE IN THE PRIVACY PARADOX OF PERSONALISED ADVERTISING 

when their data is used without them being aware of 
this use, we suggest that consumers exhibiting high 
privacy concerns should record higher levels of inva-
siveness when exposed to personalised ads. Therefore, 
we hypothesise:

H2: Privacy concerns positively affect the perceived 
invasiveness of personalised advertising.

Previous research suggests that the perception 
of the practice as something that violates privacy 
(Paschal et al. 2009) negatively influences behav-
ioural intentions in various contexts (Gironda and 
Korgaonkar 2018; Thibodeaux and Kudisch 2003). 
Gironda and Korgaonkar (2018) conducted one of the 
first studies on the effects of intrusiveness on behav-
ioural intentions in terms of engagement (intention 
to click) and purchase intention. Their results show a 
significant relationship in both paths, suggesting the 
accuracy of the risk-related side of privacy calculus 
theory in the context of personalised advertising. 
Following the logic of the privacy calculus theory and 
the available literature, we propose the following:

H3: Perceived invasiveness of personalised adverti-
sing negatively affects purchase intentions.

3.1.  The privacy calculus theory, information 
asymmetry, and information signalling

Privacy calculus is conceptualised as a highly situ-
ation-specific trade-off (Kehr, Wentzel, and Mayer 

2013; Kehr et al. 2015). The company-consumer rela-
tionship is characterised by high information asym-
metry (Sun, Wang, and Shen 2021). When it comes to 
personalised advertising on social media, consumers 
cannot always assess which information related to 
their characteristics or online behaviour is used to cre-
ate personalised ads, which harms information asym-
metry (Wang et al. 2020). The asymmetry is reduced 
when educated consumers know something about 
the data used. However, we still don’t know with cer-
tainty if the relationships between perceived risks and 
behavioural responses are under the influence of the 
consumers’ knowledge. Different types of information 
and their quantity can be one of the situational fac-
tors that may, but not necessarily, lead to differences 
in previously hypothesised relationships (Gironda and 
Koragankar 2018). Following recent findings on the 
signalling theory in organisational communication 
(Taj 2016), it’s important to acknowledge that the in-
formation on the data types implies more than fear or 
risk and could potentially be used to assess relevance 
and create changes in established relationships in the 
risk-related side of the privacy calculus. Therefore, we 
raise the following research question:

RQ1: Do the proposed relationships between pri-
vacy concerns, perceived invasiveness, and purchase 
intentions in personalised advertising differ depend-
ing on consumers’ knowledge of the data types used 
for personalised advertising and how?
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4. METHODOLOGY

The main goal of this research is to determine how 
situational factors in terms of consumer knowledge of 
data used for the creation of personalised ads affect 
their responses to these ads. Specifically, we wanted 
to test the universality of established relationships 
in the risk-related side of the privacy calculus across 
consumers with different knowledge of the data type 
used for personalised advertising and explore how 
consumer knowledge creates differences in these 
relationships.

4.1.  Research design

We designed a quasi-experimental research to test 
our hypothesis and answer our research question. The 
research instrument is a questionnaire based on sce-
narios. Respondents were randomly assigned a ques-
tionnaire with a scenario guaranteeing data privacy 
and anonymity. Scenarios were used to examine the 
possible discrepancy in our hypothesised relation-
ships caused by the respondents’ knowledge about 
the data used for personal advertisements. A control 
group was part of the first sub-sample, and the sce-
nario generally describes the practice of personalised 
advertising without mentioning the type of data used 
for advertising. Besides general information about ads 
using personalisation, the second scenario encom-
passed a situation in which personalised advertising 
was created as a result of search history. Finally, the 
third group received the scenario in which, in addition 
to the general description of personal advertising, the 
use of metadata for such an advertisement was men-
tioned. In this third scenario, a general classification of 
metadata was provided; we told research participants 
that a diverse group of data, such as search history, so-
cial media posts, email, etc., was used to create such 
an advertisement. Using these three scenarios was es-
sential for testing the applicability and universality of 
our model. Since it was previously mentioned that the 
impact of the risk-related factors of the privacy calcu-
lus theory on purchase intentions could be different 
depending on situational circumstances, these three 
scenarios represent three different situations across 
which we wanted to test our hypothesised paths and 
check for their universality.

4.2.  Sample and Instrument

This research relies on the convenience sampling 
method. Data was collected at the beginning of 2022, 
and the sample included 300 millennials. According to 
the gender structure, the ratio of respondents was ap-
proximately the same, with the male respondents rep-
resenting 51.3% of our sample. The respondents be-
long predominantly to the millennial generation born 
between 1980 and 1996. Most of our research partici-
pants had a university degree, 192 of them, or 64%. 
They were followed by respondents with acquired 
high school diplomas (21.3%) and masters (13.7%). 
According to the structure of employment, respond-
ents who are employed full-time form the largest 
group, which makes up 80.3% of our sample.

The questionnaire included four questions on 
demographics, followed by questions from the scales 
we used. Privacy concerns were measured using the 
Internet Privacy Concerns scale (Dinev and Hart 2006). 
The perception of invasiveness was measured using 
the Invasiveness Perceptions scale (Tepper and Braun 
1995), while purchase intentions were measured 
through the Behavioral Intention scale (Venkatesh et 
al. 2003). 

5. EMPIRICAL ANALYSIS

Following an established multigroup struc-
tural equation modelling procedure, we started our 
analysis by testing measurement invariance through 
multigroup confirmatory factor analysis (MGCFA) 
(Steenkamp and Baumgartner 1998).  Three types of 
invariances are assessed: configural, metric, and fac-
tor covariance invariance. Since all indices indicated 
a very good model fit of our multigroup CFA accord-
ing to widely applied thresholds (Bentler and Bonett 
1980; Hu and Bentler 1999; Steiger 2007; Tabachnick 
and Fidell 2007), configural invariance was supported. 
By constraining factor loading to equality, we as-
sessed metric invariance, after which we tested factor 
covariance invariance. Reflecting on good model fits 
of newly established models and insignificant change 
in the chi-square tests, our analysis supported metric 
invariance and factor covariance invariance. These 
results indicate that our constructs have the same 
meaning across the groups and that the relationships 
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among study constructs can be compared across our 
experimental groups. However, it is worth mentioning 
that we removed one item from the original Privacy 
Concerns scale due to bad model fit, which is a com-
mon practice (i.e., Zhao and Othman 2011). A possible 
explanation for the worse fit with the item included 
might be the sample size, and in that case, meas-
urement item purification is acceptable (Hair et al. 
2006). Our multigroup CFAs remaining within-group 
standardised loadings were all above 0.6, respectively 
(Awang 2014). The results of invariance testing and 
multigroup CFA are in Tables 2 and 3. 

The results from multigroup CFA were used to test 
discriminant and convergent validity for each group. 
Since average variance extracted (AVE) values were 
above 0.5, the squared root of AVE for each construct 
proved to be higher than correlations between la-
tent variables (Fornell and Larcker 1981), composite 
reliability was above 0.7, and item standardised 

loadings were higher than 0.6, we can conclude that 
convergent and discriminatory validity are supported 
(Table 2). Each model had a satisfactory model fit: No 
data group (χ2=24.148, RMSEA=0.008, SRMR=0.042, 
GFI=0.950, CFI=1), Search history group (χ2=44.606, 
RMSEA=0.093, SRMR=0.056, GFI=0.915, CFI=0.970), 
and Metadata group (χ2=45.729, RMSEA=0.088, 
SRMR=0.047, GFI=0.916, CFI=0.969). The presented 
results are above-accepted thresholds in the litera-
ture of 0.95 for CFI (Hu and Bentler 1999), 0.9 for GFI 
(Shevlin and Miles 1998), below 0.08 for SRMR (Hu 
and Bentler 1999), and 0.1 for RMSEA (Fabrigar et al. 
1999). For the second and third experimental groups, 
it’s worth mentioning that RMSEA above the cutoff of 
0.08, when accompanied with values of other indices 
indicating good fit can be expected due to lower sam-
ple size, and evaluation of such model solely based 
on RMSEA could lead to rejection of such model, 
even though it is correctly specified (Kline 2015). In 

Table 2. Factor loadings, composite reliability, and correlations

Constructs Loadings CR 1 2 3

No data information
1. Privacy Concerns (0.845-0.927) 0.951 0.930
2. Perceived Invasiveness (0.799-0.890) 0.932 0.630 0.903
3. Purchase Intentions (0.665-0.913) 0.901 -0.221 -0.159 0.869
Search history
1. Privacy Concerns (0.889-923) 0.962 0.827
2. Perceived Invasiveness (0.813-0.929) 0.855 0.781 0.925
3. Purchase Intentions (0.747-0.942) 0.824 -0.173 -0.256 0.908
Metadata
1. Privacy Concerns (0.903-0.928) 0.970 0.923
2. Perceived Invasiveness (0.749-0.883) 0.919 0.739 0.889
3. Purchase Intentions (0.789-0.928) 0.912 0.024 -0.056 0.945

Notes: CR=Composite Reliability, squared roots of AVE (Average Variance Extracted) are on the diagonal line, and correlations 
are below the line

Table 1. Invariance testing

Model χ2 df Δχ2 Δdf
p-value 

(Δχ2, Δdf)
RMSEA NFI CFI AIC

Unconstrained 114.883 74  -  -  - 0.043 0.942  0.978  236.483

Measurement
weights

132.317 86 17.434 12 0.121 0.043 0.933  0.975  230.317

Structural
covariances

144.46 98 29.577 24 0.185 0.040 0.926  0.975  218.460
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Figure 2.  Moderation effect of consumers’ knowledge of the data used for personal advertising

the case of the first experimental group, our model 
fits almost perfectly, with the Chi-square value being 
insignificant. 

After finalising the MGCFA analysis, we pro-
ceeded to path analysis for hypothesis testing. By 
observing our results, we can conclude that privacy 
concerns have a strong positive impact on perceived 
invasiveness in all of our experimental conditions 
(βNo data   =  0.648, p  <  0.000; βSearch history data=  0.774, 
p < 0.000; βMetadata = 0.749, p < 0.001), which confirms 

our hypothesis H1. However, Privacy concerns don’t 
significantly affect Purchase intention in any of our 
groups. Interestingly, unlike in the case of the other 
two groups, in the case of the Search history data 
group, perceived invasiveness significantly affects 
Purchase intention (β =  -0.317, p  <  0.05). None of 
our control variables (birth year (age) and gender) 
have a significant impact on endogenous variables 
in our model (perceived invasiveness and Purchase 
Intention), considering two-tailed p values. 

Table 3. Path analysis

Paths No data information Search history Metadata

H1: Privacy concerns → Perceived Invasiveness 0.648*** 0.774*** 0.749***

H2: Perceived Invasiveness → Purchase Intention -0.037 -0.317* -0.158

H3: Privacy concerns → Purchase Intention -0.202 0.090 0.111

Controls:

Birth year (Age) → Perceived Invasiveness 0.109 -0.047 0.012

Birth year (Age) → Purchase Intention -0.009 -0.131 0.076

Gender → Perceived Invasiveness 0.141 0.107 -0.093

Gender → Purchase Intention 0.04 -0.038 -0.197

R2 0.422 0.622 0.558

Global model fit:  χ2=135.138,   df=108,   χ2/df=1.251,   RMSEA=0.029,   NFI=0.933,   CFI=0.985
Note: *** p one-tailed significant at 0.1% level, * p one-tailed significant at 5% level

 Note: BI (purchase intention), PI (perceived invasiveness)
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Since our analysis indicated differences in the 
relationship between perceived invasiveness and 
purchase intention between our three experimental 
groups, we proceeded with moderation analysis 
in Process, Model 1 (Hayes 2017). In the model 
specification, experimental groups that represented 
information on the data used were used as a mul-
ticategorical moderator. Our results show that our 
experimental groups (information on data used for 
personal advertising) serve as a significant moderator 
of the relationship between perceived invasiveness 
and purchase intention, with the effect for Perceived 
invasiveness*Search history data being -0.246 (p < 
0.05, LLCI = -0.457, ULCI = -0.0339), which can be 
clearly observed from Figure 2. 

6. DISCUSSION AND CONLUSIONS

The aim of this research was to examine the gen-
eralizability of the relationship between privacy con-
cerns regarding personalised advertising, perceived 
invasiveness and purchase intentions across consum-
ers with different knowledge of data types used in 
personalised advertising and explore the moderating 
effects of the consumer knowledge of data types 
used in personalised advertising in the relationship 
between perceived intrusiveness and purchase 
intentions. 

As expected, privacy concerns increase perceived 
invasiveness. However, the direct effect of privacy 
concerns on purchase intentions is lacking, which 
draws some attention to the benefit-related side of 
the privacy calculus. Previous studies confirm that 
consumers perform a risk-benefit calculation of all 
factors when evaluating privacy concerns (Culnan 
and Armstrong 1999). They are even willing to dis-
close more personal information if the perceived 
benefit of personalised advertising is higher (Bol et 
al. 2018). They are aware that their behaviour is be-
ing monitored and that their private information is 
being used (Montgomery et al. 2019). Although this 
awareness may increase privacy concerns, this may 
not be reflected in reduced purchase intentions as 
consumers are used to personalised advertising and 
have had positive experiences with it because they 
are advertised with products and services that meet 

their personal needs (Meyer and Schwager 2007). This 
brings us to the utilitarian side of the privacy calculus 
theory, which leads us to believe that the benefits of 
personalised advertising outweigh the disadvantages 
in decision-making (Taddicken 2014). 

Our research shows that the effect of invasiveness 
on purchase intent depends on whether consum-
ers know what data types are used for personalised 
advertising. Although the conclusion on the effects 
of privacy concerns on purchase intentions and per-
ceived invasiveness is the same across groups of con-
sumers with different knowledge of the type of data 
used in personalised advertising, differences between 
groups occur in the relationship between perceived 
invasiveness and purchase intentions, leading us to a 
conclusion that situational factors in terms of the type 
of data used for personalised ads indeed plays an im-
portant role in shaping consumer responses. An insig-
nificant effect is observed in the relationship between 
perceived invasiveness and purchase intentions in the 
group without data information and the group with 
metadata. However, the significant negative effect of 
perceived invasiveness on behavioural intentions is 
present in the case of the group with search history, 
which contradicts some previous findings suggesting 
significant relationships when more data is used (e.g., 
metadata) (Gironda and Korgaonkar 2018). To con-
duct a more thorough analysis, we tested the mod-
erating effect of knowledge about the type of data 
used for personalised ads in the relationship between 
perceived invasiveness and purchase intention using 
Process Macro. The analysis proved the significance of 
the abovementioned moderating effect. The explana-
tion for these results could again be based on the util-
ity side of the privacy calculus model and ad relevance 
(Zhu and Chang 2016). Even when they perceive an 
ad as invasive, consumers’ purchase intentions don’t 
decrease when they rate the benefits of personalised 
advertising higher than the risks associated with the 
use of their personal information (Desimpelaere, 
Hudders, and Van de Sompel 2021). Personalised ads 
are more relevant; consumers are targeted based on 
their preferences, which saves them time (Srinivasan, 
Anderson, and Ponnavolu 2002). Moreover, it is not 
only the time-saving benefit that consumers experi-
ence. Receiving benefits such as customised service 
(Xu 2006), personalised entertainment (Lee, Im, and 
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Taylor 2008) and benefits related to their social image 
and self-perception as well as financial rewards (Lee, 
Ahn, and Bang 2011) can result in desired behav-
ioural responses and prevent the negative effects of 
privacy-related risks on purchase intentions. When 
multiple types of information are used to create ads 
and consumers recognise this, they may consider the 
ads more relevant, so the perception of invasiveness 
does not lead to a significant decrease in purchase 
intention, which explains the non-significant effect in 
the case of the metadata group. The situation is similar 
for the metadata group: If they do not learn anything 
about the data, they may assume that a diverse infor-
mation base was used, so the effect is also not signifi-
cant. However, limiting and focusing cognitive focus 
solely on search history data can lead to consumers 
perceiving ads as irrelevant and not tailored to their 
needs. If consumers feel that not enough information 
is being used to create ads, their sense of invasion of 
privacy is sufficient to reduce purchase intention due 
to perceived lower relevance. This is consistent with 
previous research highlighting the prevailing effect 
of utility on behavioural intentions (Taddicken 2014) 
as well as the lower degree of creepiness and higher 
degree of relevance of unique personalised advertis-
ing among modern consumers (Eisend and Tarrahi 
2022). All of this means that our findings represent an 
important addition to current knowledge about the 
situation-specific nature of the privacy calculus in the 
context of personalised advertising and provide a new 
perspective on information signalling and the privacy 
calculus through multigroup path analysis and mod-
eration tests.

7. IMPLICATIONS, LIMITATIONS AND 
RECOMMENDATIONS

Our study has multiple theoretical and practical 
contributions. First of all, the study contributes theory 
on the risk-related side of the privacy calculus theory 
when applied to personalised advertising. The way 
this study contributed to the risk-related side of the 
privacy calculus in personalised advertising is by test-
ing the generalizability of established relationships 
in this side of the privacy calculus across consumers 
with different knowledge of data types used for 

personalised advertising and proving the moderating 
role of this knowledge in the relationship between 
perceived invasiveness and purchase intentions. This 
means that although increased privacy concerns 
increase perceived invasiveness, increased perceived 
invasiveness doesn’t necessarily mean decreased 
purchase intentions. This finding is novel and unique 
in the literature because prior research tackling the 
role of consumer knowledge offers limited insights 
into how it changes established relationships. By do-
ing so, our research draws some attention to the role 
of consumer knowledge of data used in personalised 
advertising and information signalling that should be 
even more explored.

From a practical perspective, this research helps 
online advertisers understand the purchasing be-
haviour of consumers exposed to personalised ads. 
Although privacy concerns play crucial roles in the 
legalisation part of personalised advertising, our 
research suggests that, from the perspective of the 
effectiveness of these ads, managers should pay a lot 
of attention to what consumers know about the data 
types used. These concrete findings, therefore, have 
significant implications for how online advertisers 
communicate and engage in the talk about data used 
for the creation of personalised ads. Educating con-
sumers on data used for the creation of personalised 
ads is very important because our research proves 
that this knowledge is a crucial factor in moderating 
common relationships in the risk-related side of pri-
vacy calculus. Consumers learn about personalised 
advertising from various sources and having in mind 
that this knowledge changes relationships leading to 
their purchase intentions, advertisers should engage 
more in this process of education. For example, sup-
pose they think consumers could assume that they 
used search history data to create personalised ads. 
In that case, they should make sure that they inform 
consumers about the usage of metadata for ad crea-
tions and its relevancy. In general, what consumers 
know about data types used for personalised adver-
tising changes how they respond to invasive ads, and 
advertisers should be aware of it.

One of the limitations of our study is the reliance 
on a sample consisting of millennial consumers. 
Future research could include a more diverse demo-
graphic structure. However, the main limitation of 
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our study is the fact that we did not test the impact 
of the perceived usefulness of personalised advertis-
ing. The logic behind the privacy-calculus theory, from 
which we derive most of our explanations, has led 
us to assume that insignificant effects are observed 
due to benefits associated with the personalisation 
of advertising, i.e. relevance. However, it would also 
be beneficial to test the effects of perceived benefits 
on purchase intentions. As our study revealed some 
differences in the scenario comparisons compared to 
the study by Gironda and Korgankar (2018), we en-
courage future researchers to analyse the universality 
of the scenarios in different contexts. Since we draw 
explanations of our findings of the role of consumer 
knowledge of the type of data used from the prior 
research and theories about the information, future 
research should empirically test the relevance of the 
data information from our scenarios and examine the 
impact of this relevance on behavioural intentions. 
This would be a useful addition to our research as it 
would explain the mechanisms behind the impact of 
consumers’ knowledge of the data used in the creation 
of personalised advertising on behavioural intentions. 
We have not hypothesised this, but it has emerged as 
a possible explanation for our findings when placed 
in the context of previous empirical research and rel-
evant theories. 

Future research should consider including online 
privacy protection and regulation issues, either as 
central themes or as moderating factors, to better 
understand the dynamics between privacy concerns, 
perceived invasiveness, and purchase intentions. This 
approach can provide a more comprehensive analysis 
of how regulatory environments influence consumer 
behaviour in digital contexts. In addition, further re-
search on the specific situational factors is needed, as 
the effects of risks and benefits on behavioural inten-
tions obviously depend on these situational factors. 
Future researchers could also focus on specific media 
of personalised advertising because recent research 
proves that consumer reactions to personalised ads 
might differ due to the ad source (De Keyzer, van Nort, 
and Kruikemeier 2022). Based on the above, we con-
clude that further research is needed to understand 
the mechanisms in the decision-making process that 
follows personalised advertising. 
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